
 
 

University of Birmingham

Power System Reliability and Maintenance
Evolution
Alvarez-Alvarado, M.S.; Donaldson, D.L.; Recalde, A.A.; Noriega, H.H.; Khan, Z.A.;
Velasquez, W.; Rodriguez-Gallegos, C.D.
DOI:
10.1109/ACCESS.2022.3172697

License:
Creative Commons: Attribution (CC BY)

Document Version
Publisher's PDF, also known as Version of record

Citation for published version (Harvard):
Alvarez-Alvarado, MS, Donaldson, DL, Recalde, AA, Noriega, HH, Khan, ZA, Velasquez, W & Rodriguez-
Gallegos, CD 2022, 'Power System Reliability and Maintenance Evolution: A Critical Review and Future
Perspectives', IEEE Access, vol. 10, pp. 51922-51950. https://doi.org/10.1109/ACCESS.2022.3172697

Link to publication on Research at Birmingham portal

General rights
Unless a licence is specified above, all rights (including copyright and moral rights) in this document are retained by the authors and/or the
copyright holders. The express permission of the copyright holder must be obtained for any use of this material other than for purposes
permitted by law.

•Users may freely distribute the URL that is used to identify this publication.
•Users may download and/or print one copy of the publication from the University of Birmingham research portal for the purpose of private
study or non-commercial research.
•User may use extracts from the document in line with the concept of ‘fair dealing’ under the Copyright, Designs and Patents Act 1988 (?)
•Users may not further distribute the material nor use it for the purposes of commercial gain.

Where a licence is displayed above, please note the terms and conditions of the licence govern your use of this document.

When citing, please reference the published version.
Take down policy
While the University of Birmingham exercises care and attention in making items available there are rare occasions when an item has been
uploaded in error or has been deemed to be commercially or otherwise sensitive.

If you believe that this is the case for this document, please contact UBIRA@lists.bham.ac.uk providing details and we will remove access to
the work immediately and investigate.

Download date: 02. May. 2024

https://doi.org/10.1109/ACCESS.2022.3172697
https://doi.org/10.1109/ACCESS.2022.3172697
https://birmingham.elsevierpure.com/en/publications/cace7110-ed49-4b34-b18a-13084e0ef858


IEEE POWER & ENERGY SOCIETY SECTION

Received February 18, 2022, accepted April 30, 2022, date of publication May 4, 2022, date of current version May 19, 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3172697

Power System Reliability and Maintenance
Evolution: A Critical Review and
Future Perspectives
MANUEL S. ALVAREZ-ALVARADO 1, (Member, IEEE),
DANIEL L. DONALDSON 2, (Member, IEEE), ANGEL A. RECALDE 1, (Member, IEEE),
HOLGUER H. NORIEGA1, (Member, IEEE), ZAFAR A. KHAN 3, (Senior Member, IEEE),
WASHINGTON VELASQUEZ 1, (Senior Member, IEEE),
AND CARLOS D. RODRÍGUEZ-GALLEGOS4, (Senior Member, IEEE)
1Faculty of Electrical and Computer Engineering, Escuela Superior Politécnica del Litoral (ESPOL), Guayaquil 090112, Ecuador
2Department of Electronics, Electrical and Systems Engineering, University of Birmingham, Birmingham B15 2TT, U.K.
3Department of Electrical Engineering, Mirpur University of Science and Technology, Mirpur, Azad Jammu and Kashmir 10250, Pakistan
4Solar Energy Research Institute of Singapore (SERIS), National University of Singapore (NUS), Singapore 117574

Corresponding author: Manuel S. Alvarez-Alvarado (mansalva@espol.edu.ec)

This work was supported by the Decanato de Investigación from the Escuela Superior Politécnica del Litoral (ESPOL).

ABSTRACT In the last two decades, the number of strategies for planning the maintenance of power systems
have increased considerably. As societal dependence on power system infrastructure continues to grow, there
is an increased need to identify the best practices in the field of power system maintenance planning to
ensure the continued reliable operation of the grid. This paper presents a comprehensive and systematic
state-of-the-art review of advances in power system maintenance and the significance for the field of power
system reliability. As the main contributions, this paper systematically organizes the published literature, and
analyses the most relevant milestones in the context of power systems adequacy and security enhancement,
producing a taxonomy of the different maintenance strategies. This includes detailing existing approaches for
power system maintenance planning, and providing clear definitions, models, methods, and characteristics
of maintenance policy. The review also includes the most relevant standards employed in the power system
maintenance field. Finally, areas requiring further research are identified alongside emerging trends in power
system maintenance, to inform industry practice and support further research.

INDEX TERMS Adequacy, maintenance, power systems reliability, security.

I. INTRODUCTION
Over the last half-century, power systems have been growing
exponentially around the globe, creating a pathway for indus-
trial development [1]. As the grid grows, operators must work
to maintain the reliability of the grid as components age. The
term ‘reliability’ is defined by the IEEE as ‘‘The probability
that a system will perform its intended functions without
failure, within design parameters, under specific operating
conditions, and for a specific period of time’’ [2]. Reliability
can be quantified using analytical or probabilistic methods,
which are based on the operational records of the power
systems components. Then, it is possible to estimate future

The associate editor coordinating the review of this manuscript and
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failures that can be avoided by taking preventive actions.
Another advantage that these methods offer lies in the eval-
uation of historical component performance and simulation
of past behavior. This reliability evaluation can be employed
to analyze the operational state of a component in the past or
future [3]. An illustration of the reliability evaluation process
is given in Figure 1.

In the field of power systems, reliability refers to the
capacity to provide continuous service and be able to satisfy
electrical demand [4]. The reliability assessment of modern
power systems consists of two main categories: adequacy and
security. Adequacy refers to the presence of adequate facili-
ties to supply the load demand in a power systemwhen one or
several components goes out of service due to sudden failure
events. Power system adequacy studies are further divided
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FIGURE 1. Reliability evaluation process based on time t .

TABLE 1. Adequacy Hierarchical Levels.

into three hierarchical levels as described in Table 1. Security
refers to the ability of a power system to deal with sudden
disturbances; therefore, security measures the capacity of the
system to respond when the system operates under static or
dynamic instability events or even under cyber-attacks cir-
cumstances [5]. Each security scheme is described in Table 2.
For a better understanding, Figure 2 gives a pictorial summary
of the categorization of power system reliability evaluation.

To enhance system reliability and increase the useful life
of industrial equipment, while minimizing cost, maintenance
strategies are employed. However, maintenance actions were
not always as important as they are in present times since the
concept of maintenance has evolved. Figure 3 presents this
evolution.

The concept of maintenance first appears during the first
industrial revolution (IR) (between 1760-1870), in Eng-
land [15]. At that time, maintenance was considered as a type
of ‘necessary rework’ with low relevance for the industry,
and consisted of corrective maintenance (CM) schemes [15].

TABLE 2. Security Schemes.

CM focuses on the identification, isolation, and rectifica-
tion of a fault so that the failed component can be restored
to an operational condition within the tolerances or limits
established for in-service operations [16]. CM is carried out
after failure detection and is aimed at restoring an asset to a
condition in which it can perform its intended function [16].
The main deficiency with CM is that in some circumstances
it is preferable to proceed with the refurbishment of the
component rather than maintenance. For example, in case of
severe damage in the core of a transformer, the cost of CM
is close to the cost of a new transformer acquisition [17],
therefore CM is not affordable for this particular case.

During the 2nd IR (between 1870-1945), industry grew
rapidly due to advances in mechanical and electrical
machines [18]. With the higher demand of products,
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FIGURE 2. Categorization of power system reliability evaluation.

FIGURE 3. Maintenance Evolution.

breakdowns in the industry caused higher expenses, and CM
was found to be insufficient. As a result, the need arose
for a new scheme, preventive maintenance (PM). PM con-
sists of conducting maintenance at predetermined intervals or
according to prescribed criteria, aimed at reducing the failure
risk or performance degradation of the equipment [19]. Dif-
ferent from CM, PM proposes maintenance cycles accord-
ing to the need of the component, leading to concept of
periodic preventive maintenance (PPM). Nevertheless, every
component operates under different circumstances, andmain-
tenance should be scheduled based on the reliability model
of the component [19]. This could potentially bring a higher
benefit in comparison with the periodic preventive mainte-
nance (PPM) strategy. In response to this need, during the 3rd

IR (between 1945-2010) maintenance evolved from PM to
predictive advances.

Predictive maintenance (PdM) formulates a maintenance
schedule optimization problem, whose objective is to mini-
mize the occurrence of failures of a component while max-
imizing profit [20]. Some strategies within PdM include:
Reliability-Centered Maintenance (RCM) whose objective is
to decrease the maintenance cost, by focusing on the most
essential functions of the system, and preventingmaintenance
actions that are not rigorously required [21], [22]; Condition
Based Maintenance (CBM) whose objective is to monitor the
health of the component, and based on that it is possible to
detect incidents that could arise in the event of failure, and
the likelihood of that incident [23]; and Risk-Based Main-
tenance (RBM) whose goal is to reduce the overall risk of
facilities via maintenance.

Even though, PdM promises huge benefits from the relia-
bility point of view, it does not consider the identification of
the optimal maintenance strategies for the industry’s auxiliary
assets in real time. However, with the 4th IR (also known
as industry 4.0) bringing advances in cyber physical systems
starting, in 2011, such deficiency was resolved, and the con-
cept of maintenance evolved into a new paradigm termed
‘Asset Management’ (AM) [24].

AM is defined as a comprehensive maintenance strat-
egy that combines risk-controlled optimization and life-cycle
management of an asset [25]. It consists in determining the
best moment to maintain assets based on the asset operat-
ing data obtained using cyber physical systems. Then, the
next maintenance period is projected based on past opera-
tion. As a result, the amount of unnecessary maintenance
is reduced, generating lower outage costs and improving
maintenance efficacy [26]. Strategies within AM include use
of: smart-inspections [27], smart-devices [28] and smart-
services (SS) [29], resulting in the Reliability Based Smart
Maintenance (RBSM) model [30]. Some other strategies
under the AM scheme are Operational Risk Assessment
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FIGURE 4. Maintenance Function for: (a) CM; (b) PM; (c) PdM; (d) AM.

with Smart Maintenance (ORASM) which identify the best
maintenance schedule based on the operation of each asset
involved in some process [31]; and Smart Maintenance Deci-
sion Support System (SMDSSS) that allows physical asset
to have a defined maintenance plan which utilizes analytical
models to form decision actions [32]. Figure 4 identifies the
main features of each of the four maintenance paradigms.

The motivation of this paper rests on the British Standards
that definemaintenance as: ‘‘The combination of all technical
and administrative actions, including supervision actions,
intended to retain an item in, or restore it to, a state in which
it can perform a required action.’’ [33]. This suggests that
maintenance protocol involves different actions, and based
on this, different maintenance strategies can be performed.
However, there is not a singular best strategy for all compo-
nents. Some strategies may lead to better performance than
other depending on the reliability model of the component.
Therefore, there is a need to report important findings of
the different maintenance strategies with their advantages,
limitations, and gaps.

To address this challenge, this paper presents a struc-
tured literature review of the state-of-the-art advancements

in maintenance and the contribution of maintenance to the
enhancement of power system reliability. The paper also pro-
poses a comprehensive taxonomy of the most relevant main-
tenance strategies. In addition, the paper provides insight the
existing maintenance standards and future perspectives in the
field of power system maintenance planning. The structure
is as follows: Section 2 presents the methodology followed
in this paper; Section 3 provides a topology of the mainte-
nance strategies applied in the power industry with a view
to enhance system reliability; Section 4 provides examples
of major international power system maintenance standards;
Section 5 presents future directions in the field power system
reliability and maintenance; and Section 6 presents overall
conclusions.

II. METHODOLOGY
The protocol followed to develop this paper starts with the
identification of the scientific challenges, followed by the
research questions, search strategy and article selection. Each
of these are described as follows.

A. REVIEW OBJECTIVES
The primary objectives of this review are to: 1) present a
brief epistemology regarding maintenance evolution in the
industry; 2) categorize the main studies in the field of power
system adequacy and security; 3) propose a taxonomy for
maintenance strategies in the context of power system reli-
ability; 4) report the main developed maintenance standards
applied to power systems; 5) identify the main challenges
and future issues related to maintenance and power system
reliability.

B. RESEARCH QUESTIONS
The research main question (MQ) and sub-questions (SQ)
that drive the development of this review are presented in
Table 3. The goal of MQ formulation is to report the different
maintenance strategies and how they are applied in the power
industry. SQ1 lists the main means of disseminating research
concerning power system maintenance evolution. The SQ2
surveys the most found terms, for the creation of standard-
ization and presentation of the power system maintenance
taxonomy proposal. SQ3 identifies and relates the existing
power system maintenance standards. SQ4 discusses new
paradigms in the field power system maintenance and how
they can be applied.

C. SEARCH STRATEGY
The literature review is developed using Google Scholar
as starting database since it performs a full-text search in
publications’ title and body. The main idea is to obtain a
higher volume of results, which are subsequently evaluated,
leading to the identification of possible challenges related to
power system maintenance planning strategies. The search
string is adapted and applied to the Google Scholar, IEEE,
ScienceDirect, Scopus, and Web of Science search engines,
in this hierarchical order.
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TABLE 3. Research Questions.

FIGURE 5. Search String.

The paper uses a search string that focuses on maintenance
strategies to enhance power system reliability. The study
considers gaps in the existing literature and future challenges
in the described research line. The search string considers
some identified characteristics, for example, most of the data
of approaches of maintenance strategies are applied in the
adequacy and security power systems field. Figure 5 presents
the research string employed in this paper.

D. ARTICLE SELECTION
The search string presented in Figure 5 was applied on
10/20/2021 at Google Scholar, with results limited to the
twenty-year period from 2001–2021, excluding patents This
resulted in approximately 7800 articles, which were then
assessed for further screening. The intention of the screening
is to evaluate the context of the string and the MQ and
SQ’s questions. For the cataloguing, some manuscripts are
excluded based on the criteria listed in Table 4. The breadth
ofmanuscripts published in the last 20 years reveal the answer
to the question SQ1 —What are the main means of dissemi-
nating research aligned with power system maintenance evo-
lution? Amore descriptive answer to the question is presented
in Figure 6 and Figure 7.

III. MAINTENANCE STRATEGIES IN POWER SYSTEMS
This section answers the question SQ2 — ‘‘What is the tax-
onomy of the maintenance planning strategies to enhance
power system reliability?’’ this section starts with a critical

TABLE 4. Quality Assessment Criteria.

analysis of the current research, beginningwith corrective and
preventative maintenance, moving to predictive maintenance
and finally asset management, and ends with the descrip-
tion of the taxonomy of the maintenance planning strategy.
Research in each area is grouped according to adequacy and
security.

A. CORRECTIVE AND PREVENTIVE MAINTENANCE
At the beginning of the industrial era, CM improved the
efficiency of industrial processes as described in Section I.
However, CM is no longer widely used, due to its poor eco-
nomic benefit. In some scenarios, the application of CMmay
require the same economic investment as replacement of the
full system [34]. In order to address this deficiency, various
models have been evaluated to represent failure mechanisms
that integrate PM protocols [35].

The breadth of manuscripts published in the last 20 years
reveal the application of CM and PMwith different strategies.
Markov chain and Monte Carlo Simulation using an Expo-
nential distribution function are the most common strategies
used to assess adequacy. This is attributed to their ability to
simply capture the behavior of the components failure rate
during the useful life [36]. Applications at HLI in differ-
ent generation units can be found in [6], [37]–[39], while
at HLII the applications extend to switching stations [40].
To capture the wear-out stage of the component some authors
consider Weibull distribution as presented in [41]. Literature
also depicts application of static and dynamic security voltage
using the same described strategies applied to power trans-
formers and circuit breakers in [42].

At the dynamic security field, the most basic maintenance
strategy applied is an inspection test (i.e. [43], [44]). This
consists of a visual routine to determine the status of the
component following the standards stablished by the man-
ufacturer. The objective is to present, as far as possible,
continuous surveillance of the component. In the area of reli-
ability modelling, literature reports the employment of dif-
ferent distribution functions depending on the power system
equipment. For instance, authors in [45] and [46] for nuclear
and thermal power plant propose the use of exponential distri-
bution, respectively; in [47] Poisson distribution is employed
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FIGURE 6. Screening of research.

FIGURE 7. Distribution of publications by Publisher (answer to SQ1).

for power transformer, while in [48] usesWeibull distribution
for general power system equipment. This is attributed to the
fact that every power system component presents a different
historical data, so it is expected to present different statistical
metrics. A summary of the described CM and PM strategies
divided by reliability fields is presented in Table 5.

A milestone in the reliability modelling field is the Kijima
model due to its ability to capture the lifetime cycle of

the components. The guidelines used are specified by the
part’s age interval standards. In [49], the Kijima model is
used to estimate the maximum likelihood and develop a
mathematical model for the reliability and maintainability
of the system simultaneously. Subsequently, the rejuvenation
of dynamical systems by considering CM and PM in two
different levels: perfect and imperfect is modeled. The levels
assess the degree of maintenance (effort during maintenance)
that have been employed during maintenance actions, i.e.,
for a perfect maintenance the degree takes a value of one,
otherwise (imperfect maintenance) it takes a value greater or
equal to zero and lower than one. Similar studies apply the
Kijima model on different power systems components, such
as power generators [50], and transformers [51], which vali-
dates its effectiveness on power system reliability assessment.
Therefore, Kijima model can provide a beneficial means for
power system owners to enhance maintenance.

In general, CM and PM reduce the probability of shut-
downs operations due to unexpected failure, leading to eco-
nomic benefits. Nevertheless, due to the nature of these
schemes, the minimization of cost cannot be assured. More-
over, CM strategies should only be employed in non-critical
areas where the consequences of component failure are
minor, there are no immediate safety hazards, investments
are small, and failure recognition and repair are rapid and
feasible. On the other hand, while the goal of PM is more
comprehensive, sometimes it is not simple to implement due
to variables required for analysis including the equipment
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TABLE 5. Existing CM and PM strategies grouped by reliability fields.
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structure, environment complexity, ambiguous failure mech-
anisms, and others [20].

B. PREDICTIVE MAINTENANCE
Predictive maintenance (PdM) was developed to address
some of the shortcomings of PM. PdM is a scheme that
focuses onmaximizing profit, while reducing the incidence of
failures of a component [52]. The goals of this scheme are for-
mulated as an optimization problem, which aims to increase
the reliability, availability, and cost-benefit of equipment or
processes by reducing events of failures.

In the area of the power system adequacy, several stud-
ies have been developed to explore PdM. The first strategy
is based on sampling optimization that incorporates Monte
Carlo and Markov Chain and distribution functions with dif-
ferent distribution functions such as Gamma (i.e., [53]) or
Weibull [54]. The sampling is used to formulate different
scenarios and evaluate the most probable to determine the
maintenance cost. In some scenarios where the power sys-
tem presents several components, the computational burden
may be critical. Under this need, authors in [55], [56], and
[57] use Integer Linear programming to assess generation
adequacy in Taiwan, Trinidad-Tobago, and Kuwait, respec-
tively. This is expanded to use mixed integer linear pro-
graming in [58], and validated using the IEEE RTS 24-bus
system. Moreover, to reduce simulation time, authors in [59]
employed dynamic programming that consists of dividing
optimalmaintenance planning into several sub-problemswith
different objective functions. Adequacy at HLI is assessed by
authors in [60] using Genetic Algorithms. Several CM and
PM procedures are examined, such as, the replacement, mini-
mal repair of failed components, and corrective or preventive
replacement of surviving parts. Even though the authors in
this study investigate a selective maintenance optimization
problem for a multi-state system with stochastically depen-
dent components in a general way, the approach can be
extended to power systems. The selective maintenance is
presented as a bi-objective optimization problem that consid-
ers the expected value and variance of the system reliabil-
ity, as objective functions, while the constraints are related
to the around of time and budget for finding the optimal
maintenance planning. The study evaluates an instructive
case study, in which the operational states of the component
and maintenance performance are considered. The results
validate the effectiveness of the proposed approach, show-
ing benefits of considering system interaction between com-
ponents and the stochastic imperfect maintenance actions.
Other metaheuristic optimization techniques employed to
enhance system adequacy at HLI can be found in [61]–[63].
In order to offer much more flexibility in adding detailed
constraints to the model and reduce the computational bur-
den, literature reports a combination of metaheuristics, such
as Genetic Algorithm combined with Simulated Annealing
[64], Particle Swarm Optimization combined with Genetic
Algorithms [65], and Particle Swarm Optimization combined
with Fuzzy C-means clustering technique [66]. Meanwhile,

there are other papers which presents HLI combined with
security schemes, e.g., HLI & SS {V, T} as the ones given
in [67] that employ a Differential Evolution (DE) algorithm
for hydro-power generation along with an approach pre-
sented in [68] that uses the Primal–Dual Theorem for single-
level mixed integer non-linear optimization applied to power
generation.

At adequacy HLII, literature presents some advancements.
In [69], maintenance planning is developed using Hill-
Climbing with Evolutionary Programming applied to IEEE
30-bus system with six generating units and 41 transmis-
sion lines. In this investigation two interrelated maintenance
scheduling subproblems are solved, getting in this way the
near-optimal solution of the combinatorial problems. The
results show improvement over the results obtained by a
complementary decision variable method. Another example
at this level is found in [70] in which a method called as
the Maintenance Coordination Technique (MCT) is tested
to manage combined system maintenance scheduling in a
deregulated utility system. The results indicate that there are
different critical loads, which result in different opportunities
for themaintenance planning. Nevertheless, authors conclude
that a more critical aspect is clearly defining the risk-criterion
for load points. Therefore, while a scheduled maintenance
plan may be adequate to address risk from a system perspec-
tive, it may inadequately address load point risk. A further
case is presented in [71], which studies many characteristics
of smart grid monitoring that are used for trade-off studies.
The approach is used in an optimization context to ultimately
define the optimal group of monitoring points under cost
restrictions. The authors employ the failure rates in a Markov
Chain to quantify the impact of the monitoring on system
reliability. The results state that the smart monitoring of the
grid leads enhanced reliability. A more comprehensive study
is given in [72] that uses a 51 bus transmission system in
Tehran, Iran as a case study. A more comprehensive study is
given in [72] that uses as case study a 51 buses transmission
system in Tehran, Iran. The authors investigate supply chain
networks for adequacy at HLII considering SSV and SST
is developed. A drawback of the study is that supply chain
network policies are not considered. However, one of the
findings of the publication, is the conclusion. This states that
the identification of critical points in the system is relevant to
secure system reliability, opening a pathway to the develop-
ment of new policies.

The review continues with the investigations presented
at HLIII. In this context, [73] formulates a multi-objective
optimization problem that combines CM and PM to enhance
the reliability of an urban distribution system in Stockholm,
Sweden. In this study, the authors propose three different
PM alternatives for each component in the network: 1) keep
current the PM level with a constant average failure rate
and no change in the PM cost; 2) Improve the PM by con-
sidering average failure to be halved with additional cost;
3) decrease the PM assuming the average failure rate value
to be doubled with cost savings. Therefore, the optimization
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problem consists of determining the optimal PM alternative
combination applied to the different components in the sys-
tem result in the highest saving and system reliability. The
optimization problem is solved using an evolutionary particle
swarm optimization (EPSO) algorithm. The results are val-
idated by comparing the results obtained using EPSO with
the ones using an approximate gradient evaluation bi-criteria
optimization method. The authors conclude that it is relevant
to introduce more maintenance policies for every component
in the system that enables the adequate selection of mainte-
nance level. Another case study is presented in [74] in which a
Statistical Model Based on Reliability Centered Maintenance
on 11 kV cables is applied. The technique determines the
components with significant influence on system reliability
and finding causes of failures on such components.Moreover,
the results suggest the implementation of monitoring devices
to enhance system reliability. Another example is explained
in [75], where the Belgian power system is studied using the
Petri Net strategy combined with Monte Carlo Simulation.
The authors conduct a single constituent analysis with two
failure modes, which are based on the degradation level. The
objective is to build a decision-aiding instrument for mainte-
nance progress and define costs based on maintenance rules.
As a result, an effective maintenance planning to enhance
adequacy at HLIII is derived. Another distribution system
is analyzed in [76], for which the maintenance scheduling
is obtained using Linear Programming and Fuzzy Sets the-
ory through a two- stage analysis. Initially, the approach is
focused on a typical primary distribution feeder considering
a constant failure rate. Then, the approach is extended to
other components of the system, resulting in a comprehen-
sive optimization scenario with many equipment condition
constraints. The outcomes in the paper reveal that the pro-
posed approach enables a stronger result than the traditional
methods. Following the review, authors in [77] proposed the
use of Risk-Based maintenance for optimum extended term
maintenance schedule of the distribution system. For this pur-
pose, authors implemented decoupled risk factors to define
a maintenance plan with reduced costs. Another advanced
methodology to enhance adequacy at HLIII is the Fault- Tree
Analysis. In [78], the advantages of Fault- Tree Analysis
applied to maintenance planning adequacy in railway power
supply in China are exposed. Consequently, a binary decision
diagram is introduced to compute the lowest cut sets and their
impacts on the global system reliability. The end result is a
reliability model that integrates the impacts of maintenance
activities are used to evaluate the enhancement of system
reliability with regular intervals. Another important advanced
strategy implemented in this field is called the Upper and
Lower bounds. Authors in [79] apply such strategy over many
Feeders in the distribution system of Iran. The maintenance
planning is formulated as an optimization problem, which is
solved using polynomial upper and lower bounds heuristic
algorithms. To validate the efficacy of the approach, the
results are compared with the ones using General Algebraic
Modelling System’s (GAM). The authors conclude that the

proposed approach allows a reduction of load curtailment that
enhances system reliability.

Concerning power system security, literature reports
PM applications on several Flexible Alternating Current
Transmission System (FACTS) devices since they provide
solutions to support the utility industry in dealing with fluc-
tuations in power delivery. Authors in [80] support this fact
and state that periodic preventive maintenance (PPM) is a
substantial protocol to guarantee the reliable operation of the
modular multilevel converter (MMC). The MMC is particu-
larly applicable to a wide range of medium and high-voltage
power conversion systems, such as high-voltage direct cur-
rent (HVDC) transmission systems, medium voltage motor
drives, renewable energy systems, and battery energy stor-
age systems (BESS). Therefore, implications of PM on this
device lead to a better voltage stability, which potentially
enhance power system security. The importance of mainte-
nance in power system security is also supported by authors
in [81], in which a two-step optimization model for micro-
grid (MG) planning and scheduling using compressed air
energy storage (CAES) and preventive maintenance (PM) is
suggested. Firstly, a two-objective planning model is pre-
sented, which includes power losses reduction and voltage
limits to verify the optimal location and size of multiple
generation. Next, a stochastic scheduling model is introduced
to balance outputs of distributed generations, charging, and
discharging power of CAES, power exchange costs of gen-
eration and PM costs of distributed generation. Such actions
eventually enhance static security of power systems (voltage
limits and voltage stability). A popular strategy to assess
power system security is Inspection Test based on Condi-
tion Monitoring, which is also known as Condition Based
Maintenance (CBM). This strategy consists of monitoring
a component’s current condition based on physical metrics
(i.e., temperature, pressure, etc.). If the metrics go out of
the stablished limits given by the manufacturer, then main-
tenance actions take place. As a result, CBM offers a: 1.
Reduced planned and unplanned downtime since it is per-
formed while the asset is operating; 2. Minimized overtime
costs by scheduling the activities; 3. Optimized maintenance
intervals. Some relevant work that validates CBM in the
power system security field can be found in [82]–[88].

The main goal of PdM is to maximize system reliability.
For this purpose, several optimal maintenance policies in
the power system field have been developed. Some of them
are based on probabilistic models, which employ distribu-
tion functions to describe the reliability of every component.
The maintenance schedule that maximizes system reliability
is obtained by solving the mathematical formulations (i.e.,
applying derivative criterion to get the maximum or min-
imum). For instance, authors in [89] proposed the use of
Exponential distribution to model the reliability of electrical
machines. As a contribution the authors report that machines
with maintenance-reliability coupling have breakdown rate
inversely proportionality to it PM rate. In fact, the efficiency
of the machine with exponential and deterministic PM stays
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equal. In addition, the production rate is evaluated in serial
lines with a PM-optimized machine, resulting in an improve-
ment of up to 40%. The authors recommend performing
PM, if only if, the downtime ratio and the breakdown sen-
sitivity rate to PM are higher than one. Another example
is presented in [90] which investigate maintenance impact
reliability for power transformers through the use of proba-
bilistic model based on Weibull Distribution. The proposed
approach enables to calculate the optimal combination of
maintenance activities, providing minimum cost during the
planned exploitation period of power transformers.

Fault Tree Network Diagram (also known as Fault Tree
Event) is a popular strategy used for PdM. This is a systematic
approach that analyses the cascade events produced by a
failure of multiple components. Fault tree analysis, combined
with the technical expertise from the maintenance staff, leads
to insights about the occurrence of failure. Fault tree analysis,
combined with the technical expertise from the maintenance
staff, leads to a concrete plan of action. Due to its simplicity,
such strategy has been used to enhance system reliability in
HVDC in electric aircraft [91], electrical vehicle charging
stations [92], and static var compensators [93]. Themain defi-
ciency with the Fault Network Diagram is that it is not able
to reflect derated states of a component (i.e., a failure event
that drive a generator to operate with a certain percentage of
its capacity).

PdM presents an approach that analyzes breakdowns of
a certain component that compromise system functionality
known as Reliability Centered Maintenance (RCM). In con-
trast with PM, RCM is more insightful because the mainte-
nance program is based on the actual status of themost critical
elements of a system. Moreover, RCM considers different
maintenance policies, such as age replacement policy, block
replacement policy and minimal repair policy [94]. For this
purpose, RCM utilizes the historical operational of the com-
ponent records to make decisions concerning maintenance
actions. Some approaches to reflect the component behavior
include Exponential distribution for distribution system [95],
Weibull distribution for power electronics [96], and Poisson
process with Normal distribution applied to load sharing
system [97].With a view to increase system reliability with
derated states, some authors proposed RCM with Markov
chain [98]–[100].

Another approach that belongs to the PdM scheme is Risk-
based maintenance (RiBM), which prioritizes assets accord-
ing to the probability of failure and the consequences of
failure. The objective is to minimize the risk aligned with
any resources within a system. Lower-risk assets offer more
flexible plans that adapt depending on the need. Even though
RiBM and RCM are somewhat related, they are not the same.
RiBM focuses on risk while RCM prioritizes functionality.
Even though ‘‘risk’’ and ‘‘productivity’’ can overlap, they are
not the same. The reduction of risk enhances reliability, but
the reverse is not true. An asset’s output might improve with-
out eliminating potential hazards. Another difference is that
RCM starts from a smaller inventory and focuses on assets

whose function is vital. In contrast, RiBM evaluates all the
assets, and then decides which ones take priority. Therefore,
the implementation of RiBM is more comprehensive than
RCM and the use of advanced optimization techniques are
required. In the power system reliability field, optimizations
techniques are employed to model RiBM such as dynamic
programming [101], Genetic Algorithm [102]–[106], particle
swarm optimization, and fuzzy logic [107].

Due to magnitude of the papers analyzed, a summary of
the existing PdM strategies sorted by reliability fields is
presented in Table 6.

PdM strategies open a pathway for system reliability
enhancement in the security and adequacy field. Moreover,
they enable maximum operability by organizing mainte-
nance plans and spare parts inventories based on component
health metrics. However, with advancements in information
and communication technologies, real-time measures can be
obtained, leading to a new paradigm called asset manage-
ment, which is described in the next section.

C. ASSET MANAGEMENT
AM enables to program a maintenance plan in the optimum
time with the precise maintenance effort through different
optimization techniques that include linear programming,
metaheuristics, andmachine learning. The key drivers for AM
schemes are the cost function and maintenance coordination
among the assets presented in the system. Consequently,
unnecessary maintenance actions are avoided, leading to a
cost reduction and an increment in of operation efficiency of
the system [26]. To achieve this objective, many studies pro-
pose different approaches that combine statistics with linear
programming and metaheuristics techniques [108]–[139].

In the last decade, many AM strategies have been
developed resulting in the potential for substantial benefit
to power system infrastructure owners. In [140], many tools
and technologies are displayed, such as information and data
management, budget/ investment and costs management, reli-
ability, outages and failure detection/analysis, decision mak-
ing, maintenance and health management, risk management,
load forecasting, monitoring, etc. This work represents a
milestone in the field of AMdue to its comprehensiveness and
simplifies the handling of reliability-related risks, boosting
the implementation of assets, and reducing the mediation
frequency. Subsequently, the use of resources is minimized.
Another relevant study is presented in [141], in which the
effects of Industry 4.0 combined with AM enhance the life
cycle of a complicated structure in Electrical EnergyDistribu-
tion (EED). The results are analyzed using Advanced Meter-
ing Infrastructure (AMI) in EED of the main supply authority
in Quebec- Hydro Québec Distribution which includes more
than 4 million customers and 680,000overhead transform-
ers. The authors conclude that the approach enables a drop-
ping of outages by 7% annually and maintenance expenses
reduction around 5% per year. Another finding is presented
in [142], which includes an asset management model for elec-
tric power control centers, under international standards and
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TABLE 6. Existing PdM strategies grouped by reliability fields.
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management indicators based on real-time supervising. The
standard used by the previous studies is ISO 55001, where
some processes were embraced such as: documentation,
change management, monitoring, auditing, and maintenance.
The authors also used many indicators which were observed
in real time, and the data stored in long-term historical records
and allow the system administrator to make decisions in the
control center maintenance process based on the condition of
the assets.

To assess power system adequacy, it is common to deter-
mine reliability indices that measure the reliability of the
system. However, with the incorporation of AM the reli-
ability is associated with a cost function. Therefore, there
must be a balance between those variables. For this purpose,
literature presents the employment of linear programming
techniques and metaheuristics. For instance, Mixed-Integer
Linear programming has been used to assess adequacy HLI
for maintenance planning of seventy-five generation units of
the mainland Spain producers [143], ship power system with
shaft electric machines [144], offshore wind turbines [145],
thermal power plant [146], and nuclear power plant [147].
Advancement in AMwith Genetic Algorithm, Particle Swam
Optimization, Ant Colony Optimization, Ant Lion Optimizer
combined with a fuzzy decision-making mechanism are pre-
sented in [148]–[151], respectively. An Operational Risk
Assessment with Smart Maintenance (ORASM) is conducted
in [31]. This study is very comprehensive in the sense that
proposes a combination of multiple strategies. It starts with
Kijima model to quantify the impact of the maintenance over
the failure rate of the component. Next, the authors state that
more rigorous maintenance implies more expensive invest-
ment, therefore, a novel index called ‘maintenance exertion
degree’ subject to the maintenance cost is defined and quan-
tified using Fuzzy Logic. Finally, to determine the optimum
maintenance schedule that reduces the operation and mainte-
nance costs, an Accelerated Quantum Particle Optimization
over many power generators is applied. The efficacy of the
proposed approach is validated by performing a comparison
between the benefits over 50 years using ORASM, PPM,
and RCM, resulting in favor of ORASM. Authors conclude
that ORASM superiority results from its consideration of the
operation and risk model of each asset of within the system
as opposed to PPM and RCM based only on the component
reliability model.

Similarly, to adequacy HLI, adequacy HLII is passed
through the employment of linear programing [152]–[159]
and metaheuristics [160]–[164]. Nevertheless, for adequacy
HLIII different approaches are proposed by taking the best
of each algorithm. For instance, it is well known that PSO
algorithm presents a high convergence but is very volatile
to reach local optimum. On the other hand, Tabu search
exhibits strong searching ability (locally and globally) with
a low simulation speed. By combining PSO and Tabu search
authors in [165] propose a novel approach to obtain a
maintenance plan for asset at distribution system, result-
ing beneficial from the point of reliability. Another relevant

strategy is presented in [166] in which a Risk-Based main-
tenance Lagrange relaxation and enhanced Linear Program-
ming Relaxation (ELPR) is applied to a distribution system.
The approach starts with the reliability data collection of
every component. Next, several maintenance schedules are
defined and for each a reliability-risk evaluation is carry out to
compute the risk, cost and maintenance effort. This followed
by defining a maintenance scheduling optimization problem,
which is solved using ELPR. However, a limitation with
ELPR is that leads to integer values that not necessary are
the optimum. To tackle this drawback, Lagrange relaxation
is employed. The results verify the efficacy of the approach,
as it leads to a cost-effective maintenance plan. In [167], an
improved power transformer maintenance plan for reliabil-
ity centered asset management of Turkish National Power
Transmission System is investigated. The approach combines
Markov chain with RCM process. The maintenance planning
starts with the identification of the main system component.
Then, a failure mode and effects on such components are
analyzed to construct a Markov diagram using reliability and
cost data. A reliability assessment is conducted considering
different maintenance plan on critical components. If any
maintenance plan meets the expected benefit, then the appli-
cation of such plan is implemented. The results reveal an
increment in the availability, reduction in failure frequency
and decreased total cost. A similar approach is presented in
[167], in which Reliability Centered Asset Management that
incorporates a quantitative relationship between maintenance
effort distribution system reliability is presented. Although
the proposed approach enables to reach cost-effective main-
tenance with high system reliability, a deficiency of model
lies in the substantial input data that may require significant
updates. Amore comprehensive study in this field is reflected
in [168] that combines Depth-First Search and hierarchy
concept to develop an AM approach based on the outage
rate and the repairable time for a power transmission system.
The manuscript contributes with a strategy that enhances the
overall system performance, which considers a PM ranking
importance for each component of the distribution system.
A similar study is presented in [169], [170] that employs
Fuzzy Analytical Hierarchal Process over Tehran distribu-
tion system with 21 substations and 174 feeders. Meanwhile
in [171], the AM is formulated as an optimization prob-
lem that is solved using Multi-objective Genetic Algorithm
in Reliability-Centered Maintenance. The versatility of this
methodology enables the decision maker to reach optimal
maintenance schedule for a system composed of several
feeders.

The AM applications expand to power system security.
In this field control theory strategies and machine learning
techniques are widely used to inform maintenance strategies.
For instance, authors in [172] focus on frequency security
dynamics of a 2684-bus Brazilian Power System using Sup-
port Vector Machine Classifiers. In this paper due to the
dimensionality of the system, computational burden is the
primary challenge. To overcome this challenge, the authors
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proved that with the right amount of data, the proposed
approach could solve the AM problem within an adequate
simulation time. Another application in which SDF is faced
is in [173] where a Deep Forest Reinforcement Learning
is used over an automatic generation control. The authors
state that using such computational technique, higher control
performance can be achieved in comparison to conventional
control methods. The authors state that using such compu-
tational technique the highest control performance in com-
parison to conventional control. Another informative case
in the area of SSV is shown in [174], in which an Emer-
gency Control Algorithm based on Genetic Algorithms is
applied over a multi-terminal voltage source converters for
a shipboard power systems. The strategy employs the recon-
figuration of the system to enhance system security. The
results verify the feasibility and effectiveness of the proposed
approach. Some strategies simultaneously assess SST and
SVT, such as the case study of an electric propulsion ship
power systems that deals with AM to maximize energy effi-
ciency [175]. Literature also presents investigations related to
the AM that combine static and dynamic security using differ-
ent strategies, including: Mixed-Integer Linear Programming
applied to IEEE 24 bus [176], Pareto Optimality Theory
to control STATCOMs [177], Accelerated Quantum Parti-
cle Optimization for STATCOMs [178], Monte Carlo and
advanced Control Theory for gas turbines [179], PSO applied
to PV-diesel-battery system [180], smart monitoring based
on life-cycle for pulse width modulation converter [181], and
Adaptive Direct Search for a static var compensator [182].

Machine learning techniques have opened a path to
develop new AM techniques applied to power system reli-
ability. Such techniques can be classified as: 1. Supervised
Learning (SL); 2. Reinforcement Learning (RL); 3. Unsuper-
vised Learning (UL) [183]. SLmethods consist in introducing
a function that maps the input and output of a certain pro-
cess. SL algorithms explore the input-output data to develop
an empirical function guided by the user. SL improves in
performance as more data is incorporated into the system.
Some algorithms that belong to this category have been
applied to formulates an AM strategy for power systems
security, such as decision trees [184]–[186], neural net-
works [187]–[197], k-nearest neighbor [198], [199], and sup-
port vector machines [172], [200]–[208]. Concerning RL, the
trained algorithm can reach decisions on its own. For this
purpose, the system incorporates an intelligent agent aimed
to maximize the cumulative reward of some specific process.
The main difference between RL and SL, lies in the ability
to be independent in decision making without needing to
perform sub-optimal actions. SL focuses more in determining
a balance between the exploitation and exploration of the
objective function. A list of applications of RL applied to
power systems reliability can be found in [209]. Regarding
UL, it consists of identifying patterns from untagged data
resulting in a set of probabilities densities. UL processes
the information and build an internal representation of the
expected value. UL differs from SL and RL in the way

information is organized. Since UL involves iterative pro-
cess, it becomes self-organized with every iteration. Some
UL strategies are clustering, principal component analysis
(PCA), and hiddenMarkovmodels. Among the presented UL
strategies, Markov hidden chain is the most popular used to
achieve effective AM focused on power systems reliability as
evidenced in [210]–[214].

Advancements in AM have also contributed to improve
cyber security systems, providing a reliable operation of the
power grid. For instance, authors in [215] assess the impact of
a sustainable maintenance of substation auto systems (SAS’s)
on cybersecurity risk. The approach incorporates a proba-
bility density function to simulate a successful cyber-attack.
Then, its impact is quantified through a modified hyper-
graph model of the SAS’s logical structure. In this way, the
hypergraph is able to classify the critical structure that may
be affected by the cyber-attacks. Then, AM is implemented
for critical structures. Another contribution in this field is
presented in [216], in which a physical power plant simulator
is used. Many cyber-physical attacks were introduced into
the system to analyze its impact. After different test, the
authors conclude that from the perspective of information
and communication technologies, power plants susceptible
to cyber-attacks and AM implementations is vital to secure
power systems. In [217], the impact of cyber-attacks are
computed to measure system performance. In response, the
authors propose AM by optimizing unit commitment genera-
tion using Mixed Integer Linear Programing. Authors reports
that the effect of cyber-attacks varies depending on the topol-
ogy of the network, as configurations with redundancies tend
to be more robust in this sense. Authors in [218] and [219]
point out the relevance of the SCADA in the monitoring of
Power System Assets, which facilitates the real-time system
observation and operation by system operators; the SCADA
uses real-time data from remote terminal units (RTUs) in
power plants and substations through the power system.Other
relevant maintenance approaches applied to SCADA include
distribution function models [220], data mining [221], and
Ensemble Learning Algorithm [222]. A complete descrip-
tion of the state-of-the-art in cyber security can be found
in [223]–[226].

Unlike PdM, where maintenance only after a decrease in
the condition of the equipment has been observed, AM stab-
lishes a programmed maintenance long before an anomaly
occurs. This is attributed to fact that AM uses advanced
algorithms to predict future health condition of the monitored
component. For a better view of each AM strategy described
in this section, Table 7 presents the existing AM strategies
grouped by reliability fields. In addition, Figure 8 shows the
relationship between existing maintenance schemes and their
applications in the reliability field.

D. MAINTENANCE STRATEGIES TAXONOMY
After critical review of the presented state-of-the-art in pre-
vious sections to address SQ2, the different strategies for
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FIGURE 8. Relationship between existing maintenance schemes and applications in the
reliability field.

planning maintenance can be categorized into six main
groups, which are described as follows.

1) STOCHASTIC-BASED
These strategies consist of defining the best fit probabilistic
distribution function (obtained from historical operational
records) to capture the reliability of a component. Literature
presents the Exponential distribution as the most used to
define the failure and repair rates of power components, such
as generators, transmission, lines, and transformers. A defi-
ciency of such distribution function is the inability to reflect
the aging of the component, leading to inaccuracies on the
model [227]. To face this issue, some authors preferred to use
Weibull, Poisson, or Pareto distributions. A more accurate
model is the Kijima type I and II, as it not only considers
the aging, but it also includes the life cycle and maintenance
rejuvenation of the component, resulting in a robust strategy
for maintenance planning. Following the analysis, most of
the investigations combine the distribution functions or even
Kijima model with Markov chain to quantify the reliability
of the system. This is attributed to the ability of Markov
chain to describes a sequence of possible events in which
the probability of each event subject to the state accom-
plished in the previous event. Moreover, due its flexibility,
the Markov chain can be employed to compute a Monte
Carlo Simulation a determine reliability metrics that define
the reliability of a system. Strategies in this group are reported
as the first applied to power system reliability assessment, but

present drawbacks regarding the computational burden and
the inability to determine optimal planning maintenance.

2) LINEAR PROGRAMMING-BASED
Due to the nature of the maintenance planning, it can be
mathematically represented as a linear optimization prob-
lem. Moreover, the linear programming can be extended to
integer (could be binary) or even continuous, depending on
the problem formulation. In scenarios where the mainte-
nance planning is complex (i.e., combination of HLII with
SSV and SST) linear programming can be supported by the
upper-lower bound or hill-climbing approaches since these
approaches lead to better solution convergence by defining
an adequate search space. However, the optimal maintenance
schedule may not always be linear (i.e., SDF or SDV). Hence,
dynamic programing becomes a suitable option, as this strat-
egy divides the problem into different subproblems, leading
to minimization in the problem complexity. In general, linear
programming offers an excellent accuracy and low time sim-
ulation as main advantages. However, its main drawback lies
in its problem formulation as for some scenarios the objective
function and constraints are not easy to declare. Hence, it is
unlikely that the results obtained using linear programming
will be optimal.

3) METAHEURISTIC-BASED
Strategies in this group include evolutionary algorithms,
swarm intelligence, and physics-based algorithms [228]. The
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TABLE 7. Existing AM strategies grouped by reliability fields.
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TABLE 7. (Continued.) Existing AM strategies grouped by reliability fields.
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TABLE 7. (Continued.) Existing AM strategies grouped by reliability fields.

theory behind the evolutionary algorithm lies in the evolution
in nature. In this field, Genetic Algorithms are the most pop-
ular employed for optimal maintenance planning, in which
a population (candidate maintenance schedule) evolves (best
maintenance planning) by crossover and mutation processes.
In this way, the solution to the global optima (e.g., lowest
cost) in every generation (iteration) is assured. Concerning
swarm intelligence, it incorporates mathematical expressions
that characterize the collective motion of a group. The most
well-known algorithm in this field is PSO, which starts

setting multiple particles located in random positions (can-
didate maintenance schedule). Then, the particles move to
another position based on the best local and global particle
(maintenance planning with the lowest cost) and this pro-
cess is repeated (iteration) until all the particles converge
to best position (best maintenance schedule). Optimizers
derived from particle swarm optimization are Ant Colony
and Ant Lion Optimizers, which are wide used in literature
to determine optimal maintenance scheduling. Regarding the
physics-based, it uses mathematical formulation of a certain
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physical phenomenon. Most of this formulation interacts
with the swarm intelligence algorithm. For instance, authors
in [30], [31] formulate an scenario of group of quantum
particles trapped in delta potential well. Mathematical formu-
lations to describe such phenomenon derives in an algorithm
able to compute the best maintenance planning that maximize
power system reliability. Literature reports that physics-based
methods are less applied in power system reliability field,
which presents opportunities for future research. A point of
interest to consider, is that metaheuristic techniques do not
necessarily assure global optima solution.

4) CONTROL THEORY-BASED
This group of strategies is often used to address power
system security. Maintenance of power control systems (i.e.,
power system stabilizer, load frequency control, and auto-
matic voltage regulator) is crucial to assure continuous power
system operation. For this purpose, the most basic strategy
to represent the maintenance impact on the system is by
using a transfer function. This facilitates to deal with differ-
ential equations that drive the nature of the control system.
A challenge with this strategy is that it sometimes requires
determination of the proportional constants, which is not a
simple task. To address this need, some authors proposed
the employment of Kalman Filter (also known as Linear
Quadratic Estimation). The algorithm determines the best fit
value to unknown variables based on a single measurement.
Such strategy enables to calculate the constant that optimize
the operation of the system, in such a way that optimum
maintenance schedule can be obtained. In addition, another
common strategy that is widely abroad apply at power system
adequacy and security is the fuzzy logic. The maintenance
planning using this strategy is developed by assigning fuzzy
membership functions to the different linguistic variables
(i.e., availability and maintenance effort) based on the expe-
rience of an expert in the topic. As a general view, control
strategies present high accuracy, however, they are limited by
inherent inference of human thinking that may not necessarily
lead to the optimal global.

5) REAL TIME DATA ACQUISITION-BASED
With the advancements of information and communication
technologies, the Real Time Data Acquisition-based strate-
gies. This group involves a continuous monitoring of the
physical variables that may be used as a metric to determine
the status of the component. For instance, if a transformer
presents high temperature with no load operation, then PM
action is performed. With the concept of smart devices, arises
the concept of smart inspections that greatly simplifies the
task of recording engineering inspections. As presented in
literature, this strategy group is commonly used for AM
scheme and is becoming very popular. As main advantages
this approach brings: 1. Huge risk reduction for safety critical
equipment; 2. Build the foundations for predictive main-
tenance; 3. Unlock tangible efficiencies and cost savings.
As exhibits, the use of smart devices is the key driver in

this strategy. Nonetheless, the investment acquisition of such
devices is higher in comparison to other strategy groups,
becoming its main drawback.

6) MACHINE LEARNING-BASED
The last group of strategies consists of machine learning
algorithms, which use the operational historical records and
existing monitoring taken from sensors, PLCs, and SCADA
to predict the future status of the system. Such process is
known as ‘training’ and enables to detect anomalies and test
correlations, while searching for patterns across the various
data feeds. Some strategies for the training include, data
mining, game theory, neural network, and dynamic Bayesian
network. These approaches are commonly used to assess
maintenance for Hardware-Software components. For the
implementation of this strategy, it is required to manage
large amount of data that follows a process of cleaning to
avoid impressions. This fact becomes a deficiency since this
process exhibits high computational burden. For this reason,
authors propose a combination of machine learning with
other strategies such as fuzzy logic or even metaheuristics.
For a better understanding of the taxonomy of maintenance
strategies, Figure 9 is presented.

IV. MAINTENANCE STANDARDS FRAMEWORK
This section intends to answer the question SQ3 —What
standards guide power system maintenance strategies?

There are many sources of standards around the world that
affect power system maintenance. Broadly, the entities that
produce such standards can be grouped into international,
regional, and national organisations. Three of themost promi-
nent international standard entities affecting power system
maintenance include the International Organization for Stan-
dardization (ISO) [229], the International Electrotechnical
Commission (IEC) [230], and the Institute of Electrical and
Electronics Engineers (IEEE) [231]. Examples of regional
entities include the North American Electrical Reliability
Corporation (NERC) [232] and the European Standardiza-
tion Organizations (European Committee for Standardization
(CEN), the European Committee for Electrotechnical Stan-
dardization (CENELEC), the European Telecommunications
Standards Institute (ETSI)) [233]. Many countries add an
additional layer with national standards such as the American
National Standards Institute (ANSI) [234], British Standards
Institute (BSI) [235], and Standardization Administration of
China (SAC) [236]. A unique aspect of the European Stan-
dards Organizations is that ‘‘after the publication of a Euro-
pean Standard, each national standards body or committee
is obliged to withdraw any national standard which conflicts
with the new European Standard. Hence, one European Stan-
dard becomes the national standard in all the 34 Member
countries of CEN and/or CENELEC.’’ [237].

The standard ISO 55000:2014 [238] presents a concep-
tual overview and terminology for asset management and
its adoption in any industry or organization that requires
an asset management program. It is followed by the ISO
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FIGURE 9. Taxonomy of maintenance strategies (answer to SQ2).

55001:2014 [239], which specifies all the requirements pre-
vious an asset management system implementation, and the
ISO 55002:2018 [240] that presents the guidelines for imple-
menting an asset management system in accordance with
the requirements of ISO 55001. On the other hand, IEC
60300-1:2014 [241] establishes a framework for depend-
ability management (management of reliability, availabil-
ity, maintainability, and maintenance support). It considers
not only the hardware, software, and human aspects, but
also the processes throughout the life cycle, safety, and the
environment. The IEC 60706-2:2006 [242] examines the
requirements to achieve the required targets in the plan-
ning of maintenance. Finally, the IEC 62308:2006 [243]
describes reliability assessment methods applicable to mis-
sion, safety and business critical, high integrity, and complex
systems.

Focusing on the electrical engineering field, ISO, IEC,
CENELEC, NIST, ANSI, and IEEE have standards for imple-
menting an asset and maintenance management system. ISO
18129:2015 [244] introduces ways to apply performance
monitoring and diagnosis for machine(s) up to a complete
industrial installation covering the lifetime cycle. A gen-
eral standard for the maintenance testing of electrical power
equipment and systems is the ANSI/NETAMTS-2019 [245].
This standard incorporates a comprehensive field tests and
inspection guide to assess the suitability for uninterrupted
service, condition of maintenance, and reliability of electrical
power distribution equipment and systems. On the other hand,
IEC 61709:2017 [246] gives guidelines on how to use the

failure rate data for reliability prediction of electric compo-
nents used in equipment.

There is a broad range of assets in the electrical engineering
field. Focusing on the power system industry, assets can be
classified into three main areas: generation, transmission, and
distribution. Further into distribution, there is many applica-
tions, e.g., electrified transportation (railway electrification),
commercial buildings, residential distribution, industrial sys-
tems, research facilities, among the main ones. In this work,
electric distribution covers the utility network grid up to the
delivery point. This includes overhead lines, power distri-
bution cabling systems, and possibly a step-down voltage
transformation stage. In current systems, high penetration
of distribution generation is possible, so that there could be
generation at the distribution level also.

In wind turbine-based generation systems, ISO provides
a two-part standard, the ISO 16079-1:2017 [247] and ISO
16079-2:2020 [248]. In the former, guidelines for choos-
ing condition monitoring methods in wind power plant
components are detailed, while the latter specifies the imple-
mentation of a condition monitoring system for wind tur-
bines, focusing on the monitoring of the drivetrain (main
bearings, gearbox, and mechanical aspects of generator).
For hydroelectric generation, the ISO 19283:2020 [249]
and IEEE 492:1999 [250] focuses on the monitoring and
diagnosis of electrical machines for hydroelectric generat-
ing units. The ISO standard aims at improving the reli-
ability of implementing an effective condition monitoring
approach by recommending effective techniques to detect
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and diagnose machine faults before they happen, which are
associated with the most common failure modes. The IEEE
standard provides general maintenance recommendations for
synchronous hydro-generators and generator/motors (exclud-
ing the prime mover).

One of the most important assets for electric utilities and
transmission system operators is the power transformer. The
IEEE C57.93-2019 [251] covers not only maintenance but
also inspection and installation of liquid-immersed trans-
formers rated 501kVA and above at voltages of 1kV and
above. Note that special transformers, e.g., transformers for
furnaces, rectifiers, etc., are not included in this standard. The
ISO 18095:2018 [240] provides guidelines to help in imple-
menting an effective condition monitoring and condition-
based programme for single-phase AC power transformers
with ratings of 1kVA and above, and three-phase AC power
transformers of 5kVA and above. Significant attention has
been paid to the health monitoring through oil sampling
and testing, noise analysis, partial discharge tests, and ther-
mography. Whenever shutdowns in possible, tan-delta, water
content, dynamic resistance, SFRA, and RDC are commonly
performed in practice.

IEEE 1808-2011 [252] is a guide for collecting and man-
aging transmission line inspection and maintenance data. It is
a reference to assist electric utilities with the development
of computer-based tools for enhancing usability of systems.
A more ‘in-the-field’ approach is contained in the IEEE
516-2021 [253] which provides general recommendations
for performing maintenance work on energized power lines.
It covers certain laboratory testing of tools and equipment,
field maintenance, and care of tools and equipment.

With respect to protection systems, NERC PRC-005-6
[254] provides a standard for protection system, automatic
reclosing, and sudden pressure relaying maintenance. It can
be applied in all areas of transmission, generation, and dis-
tribution. With the advancement of information technology
system and the increase in data flows, digital relays have
accommodated communication functionalities that have also
integrated local protection functions with the rest of the
substation. That is the case of the IEC 61850 [255] that
implements a complex network of very high-speed raw data
(usually based on fiber optics) and application networks that
are capable of automatic reconfiguration of protection param-
eters in case the power system topology changes (due to
failures, disconnections, etc.). This standard has also been
part of a broader initiative in the integration of systems in
electric utilities.

Since the first installations of power systems almost a
century ago, the electric utility business has radically changed
due to the introduction of information technology systems,
remote control, telemetry, and the interconnection of power
systems. The standards that used to focus on the operation
and maintenance of each of the power system assets have
now evolved to include diagnosis data analysis and infor-
mation exchange and integration with other computer-based
software and applications. The idea has been to concentrate

data and transform it into valuable information to produce
cost-effective solutions with higher component reliability and
power availability. Several initiatives have been put in prac-
tice, such as the IEC 61850 [255] (automation of substa-
tions), the distribution management systems (DMS), SCADA
with a myriad of services and applications that use raw data
to extract meaningful information for utility operation and
maintenance.

The IEC 61968 [256] series is intended to support the
inter-application integration of a utility enterprise that has
different interfaces and run-time environments. It defines the
major elements of an interface architecture for a Distribution
Management System (DMS), covering not only asset man-
agement, but also network operation, planning, meter reading
and control, common information model (CIM) profiles and
MultiSpeak standards (standardization of interfaces among
software applications). The IEC 61968-4:2019 [256] speci-
fies the information exchange required for asset condition,
analytics results and alerts, functional and lifecycle details,
and asset’s works.

The smart grid concept has been reliable for a while in
power systems with the introduction of more capable intel-
ligent electronic devices that coordinate operation locally
and regionally. In the NIST Framework and Roadmap for
Smart Grid Interoperability standards, the aim is to provide
a consistent set of standards for the deployment of Smart
Grids in the United States [261]. This includes maintenance
automation and enabling predictive maintenance. A paral-
lel initiative has been observed in the Industry 4.0 which
integrates physical processes (hardware, software) with data
exchange for obtaining valuable information with help of
other technologies such cyber-physical systems, Internet of
Things, cloud computing, etc., to create what is called the
smart factory [261].

Beyond the smartness and the integration of cloud services,
the power system is also rapidly evolving into a very complex
meshed network where generation, transmission, and distri-
bution is turning undistinguishable due to the deployment of
smart devices, distributed generation, FACTS, and intelligent
power conversion. In some cases, standards could be updated
to face new conditions and provide meaningful additions to
enhance usability of assets, but in other cases, the diversion
from the original asset could be extreme. For example, being
a transformer in principle, the solid-state transformer is a
devicewith power electronics and pulsating operation, requir-
ing a new maintenance standard on top of the standard for
conventional transformers. The inclusion of more power elec-
tronics into the network can allow smarter protection systems,
effective usage of renewables, coordinated operation across
a region, but comes at the cost of conducting new research
to produce new standards. These standards would contain
guidelines for the operation and maintenance of physical
apparatus, as well as guidelines on coding andmaintainability
of the electronics and communications that allow a ‘data
flow’ in addition to the ‘electricity flow’ that exists since the
early 1900s. Such challenge is not only a next step in the
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TABLE 8. Existing Popular Maintenance Standards.

power systems maintenance, but a compulsory one to achieve
resilience in times where climate change has produced so
many power interruptions and asset damage across the globe.
It is relevant to mention, that a summary of the most popular
maintenance standards is presented in Table 8.

V. FUTURE PERSPECTIVES
This section aims to give perspectives regarding some chal-
lenges and opportunities, and provide an answer to the ques-
tion MQ—What are the future trends concerning power
system maintenance?

To answer the given question, it is necessary to identify
the critical challenge that arises in the field of power system

maintenance planning from the perspective of Industry 4.0.
In this sense, there is a need of modernize system gener-
ation in coordination with advanced maintenance strategies
using information and communications technologies to a
variety of advantages, such as, produce, transmit, and use
energy in an environmentally responsible manner; reduce
costs by improving operating efficiency and business prac-
tices, and enhance the reliability and quality of power supply
[262], [263]. Advancements in the concept of the Internet of
Energy (IoE) have been adopted [264]. The IoE provides a
simple operation of the power system components controlled
via an internet platform. In addition, IoE can capture the
actual status of the component, which result convenient to
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predict possible failures, and avoid them by taking mainte-
nance actions. Therefore, to enhance maintenance planning,
power systems must migrate to IoE technologies, becoming
a trend in the power systems reliability field.

Currently, the power system operator focuses on supplying
the demand of the consumers under restricted legislation
[238]. However, such legislation does not necessarily include
the conservation of optimum performance of the system
by controlling the risks at restricted costs. In this context,
SCADA emerges as a convenient solution to cover this gap,
nonetheless, as the global population grows, strengthening
SCADA will be necessary. This fact can be achieved with
the inclusion of novel data acquisition technology, advanced
algorithms, and more accurate modelling techniques than
the existing ones. Attending to this need, an interesting and
fashionable tool to enhance power system maintenance pro-
cedures is the use of robotics. Since the middle of the ’80s,
robots have been used to perform maintenance activities
at the distribution level, such as insulator change or line
restoration [265]. The system operates in a semi-automatic
mode assisted by the operator. Although this robot provides
a safe condition for the operator, its applications are lim-
ited if new renewable energy technologies are considered.
Moreover, inspections and maintenance of these technologies
demand time-consuming and involve risk for the personnel.
For instance, in the scenario of wind turbines offshore, due to
their location maintenance actions are complicated, and this
will be executed if the weather and tide are favorable [266].
For this reason, nowadays some companies provide smart
services that include inspections and onsite maintenance with
remote-controlled using specialized drones. In fact, the main-
tenance can be performed during the operation of the wind
turbine, reducing maintenance frequency procedures. Given
the above, there is no doubt that the adaptability of robots in
power systems is a field that requires to be exploited. More-
over, the incorporation of new internet technologies would be
a stage in the direction of a fully autonomous power system
industry.

Climate change is also a very important issue around
the globe requiring changes to asset maintenance strategies.
While the negative impact of climate change has driven the
adoption of renewable energies [267], maintenance planning
has not been developed to account for the changes in climate,
as existing plans are largely focused on reducing costs rather
than reducing climate change impact. Under this need, new
maintenance paradigms are required that can support the
reduction of greenhouse emissions. Moreover, with a view to
promote a clean environment, a comprehensive maintenance
standard that captures service life, system performance, and
climate change must be introduced simultaneously.

For years, electric power utilities have focused strongly
on the concept of system reliability. However, that single
approach may not reflect the system performance overall
[268]. For instance, during extreme weather and a sec-
ondary event (i.e., cyberattacks, earthquakes, wars, electric
storms, wildfires, and as recently emerge, pandemics like

COVID-19), the situation becomes complex, and high system
reliability may not capture adequately the system resilience.
In this context, the key is being able to successfully move
from a reliability-based strategy to a resiliency-based one. A
resilient energy system is able to recover from catastrophic
events by providing variousmeans of supplying energywhen-
ever there are changes in external circumstances. In order to
strengthen system resiliency, the power grid must incorporate
advanced forecast techniques that lead to an effective main-
tenance plan. Attention to events like wind direction during
a tornado [269], the relationship between extreme wildfires
and electric vehicles [270], weather prediction [271], and the
COVID-19 pandemic effect on energy consumption [272],
are topics that require novel approaches that may lead to
more effective maintenance planning. The complicating fac-
tor is that, until now, resilience-based maintenance remains
an ambiguous concept without a clear definition and robust
regulation. There should be incentives, metrics, and appro-
priate modeling, to establish the foundations for a collabora-
tive approach between the regulators, customers, and utilities
to develop resilience-based maintenance schemes. This will
require new holistic and state-of-the-art approaches based on
digital data strategies with a focus on maintenance planning.

In summary, the future trends concerning power system
maintenance prevails in the policies or standards to incorpo-
rated ICTs able to process data with modularity, decentraliza-
tion, service orientation, virtualization, real-time capability,
interoperability and be able to: 1. produce, transmit and use
energy in an environmentally responsible manner; 2. reduce
costs by improving operating efficiency and business prac-
tices, and; 3. enhance the reliability, resiliency and quality of
power supply [262], [263].

VI. CONCLUDING REMARKS
This paper provides an extensive literature review of the
application of maintenance in power systems over the last
two decades. A comprehensive review of the evolution of
maintenance strategies from corrective maintenance to asset
management is provided, culminating in a taxonomy of main-
tenance strategies. It is evident the future is learning-oriented,
self-regulated, intelligent maintenance that can maximize
the technical and economic effectiveness of maintenance
measures.

The use of new technologies, such as IoT, IoE, and main-
tenance robots, enables the system to become self-healing,
self-sustaining, self-reliant, and smarter to minimize out-
age time and maximize component revenue. Considerations
should be given not only to emerging technologies, but to
techniques that can make the system smarter by collecting
and integrating data through IoT devices, robotics tools and
autonomous robots, Big Data analytics systems, AI and Cog-
nitive systems, and finally Augmented and Virtual Reality.
Improvements across machine learning techniques will gov-
ern the future of maintenance as the quality and duration of
historical data increases. As climate continues to change, the
frequency of extreme events is increasing, prompting a need
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for resilient maintenance strategies that extend beyond tradi-
tional reliability-centric approaches. This provides a unique
opportunity for future researchers to propose novel mainte-
nance strategies with robust standards that integrate system
reliability with resilience.
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